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KEYWORD ABSTRACT

With the rapid growth of internet services, cloud computing, and interconnected
Honeypot, intent devices, cybersecurity threats have increased dramatically. Organizations today face
analysis, machine numerous network attacks such as Denial-of-Service (DoS), Distributed Denial-of-

learning, remote shell Service (DDoS), malware injection, phishing, and brute-force attacks. The proposed
framework demonstrates how artificial intelligence can significantly enhance modern
cybersecurity systems by enabling intelligent and adaptive threat detection. The work
develops a network threat detection system, AI@NTDS, that uses the behavioral
features of attackers and intelligent techniques. The proposed AI@QNTDS system
combines data analysis, feature extraction, and feature evaluation to construct a
detection model, which supports a more straightforward strategy by which the
operating system or its operators can defend against network attacks. The Linux
system interaction information of SSH (Secure Shell) and Telnet are obtained from
the Cowrie Honeypot and labeled according to Enterprise Tactics of MITRE
ATT&CK to ensure dataset credibility. The proposed AI@QNTDS system has three
levels, depending on the attacker’s attacks and the user’s risk of damage. Fiftytwo
features are used to detect the network threat level. Al-based algorithms LightGBM,
Random Forest and the K-NN algorithm are used to verify the identification of the
custom features. Finally, the detection model that is trained using the best
combination of features is used to predict the test dataset. The accuracy of the
proposed AI@QNTDS system reaches 99%, 95.66%, and 94.08% with the LightGBM,
Random Forest, and K-NN algorithms, respectively. The mutual dependencies of
features and network threats are evaluated. Results of a performance analysis reveal
that the proposed AIQNTDS system has an accuracy of 99.20% and an Fl-score of
99.80%. It is superior to existing detection mechanisms, which it outperforms by 4%
and 1% in accuracy and F1-score, respectively

access, threat
detection.

I. INTRODUCTION

The rapid advancement of digital technologies has transformed the way organizations operate. Internet
connectivity, cloud services, mobile devices, and Internet of Things (IoT) systems have become an integral part
of modern infrastructure. However, this increased connectivity has also introduced significant cybersecurity risks.
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Network attacks such as Distributed Denial of Service (DDoS), malware propagation, data breaches, and
unauthorized access have become more frequent and sophisticated.

Network Intrusion Detection Systems (NIDS) are designed to monitor network traffic and detect suspicious
activities. Traditional intrusion detection systems are mainly based on signature-based techniques that compare
network traffic with a database of known attack patterns. Although these systems are effective against previously
known attacks, they fail to detect new or unknown threats. Artificial Intelligence (AI) and Machine Learning (ML)
provide powerful solutions to overcome these limitations. Machine learning algorithms can analyze network
traffic patterns, identify anomalies, and detect malicious activities even when attack signatures are unknown. By
learning from large volumes of network data, Al-based systems can adapt to evolving threats and improve
detection accuracy. Venafi, Inc. collects real-world examples of SSH threats [2]. For example, Sony Pictures was
hacked in 2014 and SSH keys were stolen, leading to leaks of executive salaries and copies of unreleased Sony
movies. The 2019 Kinsing Malware included several shell scripts that download and install, remove, or reinstall
various services and programs. The 2020 Kaiji malware detected poorly configured SSH services and performed
a brute force attack [3]. The above examples show that SSH attacks involve various behaviors. Therefore, SSH
security is critical and user access to remote systems must be carefully monitored. Commands that are executed
by a remote connection must be analyzed. This research focuses on designing an Al-powered Network Intrusion
Detection System capable of analyzing network traffic and identifying potential threats in real time. The proposed
system leverages machine learning algorithms to enhance detection capabilities and provide a more robust
cybersecurity solution. In this study, Al-powered techniques are used to solve the command-based content
problem and design a network threat detection system, AI@NTDS. Since an enormous amount of information is
collected daily, the manual defense of the remote connection threats may cause an irreversible situation. The
malicious command dataset for Al Model training is collected and organized by the Honeypot. Most importantly,
the problem of detecting malicious commands is solved herein.

2. Literature Review

Several researchers have explored the use of machine learning and deep learning techniques for network intrusion
detection. Many early intrusion detection systems relied on rule-based or signature-based detection methods.
These systems compared network traffic against predefined patterns of known attacks. While effective for known
threats, they lacked the capability to detect new or unknown attacks.

Recent studies have shown that machine learning techniques can significantly improve intrusion detection
performance. Algorithms such as Decision Trees, Random Forest, Support Vector Machines (SVM), and Neural
Networks have been successfully applied to classify network traffic and detect malicious activities.

Research using the NSL-KDD dataset demonstrated that Random Forest and Decision Tree models achieved high
detection accuracy with lower false positive rates. Deep learning models such as Artificial Neural Networks
(ANN) and Long Short-Term Memory (LSTM) networks have also been used for detecting complex attack
patterns in large datasets. However, challenges remain in terms of model accuracy, real-time processing, and
reducing false alarms. Therefore, there is a need for more intelligent systems that can efficiently analyze network
traffic and detect evolving cyber threats.

3. Problem Statement

Traditional Network Intrusion Detection Systems primarily rely on signature-based detection methods. These
systems are limited in their ability to detect new or previously unknown cyber attacks. As cyber threats continue
to evolve, signature-based approaches become insufficient for ensuring network security. Additionally, modern
networks generate large volumes of data, making it difficult for traditional systems to analyze traffic efficiently.
High false positive rates also create challenges for network administrators. Therefore, there is a need for an
intelligent intrusion detection system capable of automatically analyzing network traffic, identifying abnormal
patterns, and detecting malicious activities with high accuracy. Many researchers have presented solutions to
protect users against the command-line-based threat. The main task that will be addressed in this work is the
detection of the hacker’s malicious intent; 52 features will be provided for the analysis of the Al model. These
include message-based, host-based, and geography-based features.

CONTRIBUTIONS

This work contributes to the field by developing an Al-powered network threat detection system, AI@NTDS,
which has three levels. The system provided 52 features for the Al-based threat detection datasets. The three main
types of features are message-based, host-based, and geographybased. A feature importance analysis demonstrates
that Message Length,
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Execution_File, and Received Size features for the malicious behavior are more critical than other features. The
features proposed herein are effective in detecting remote network connection threats. The performance analysis
results herein were much better than those in other studies, revealing that the model in this study had an accuracy
0f 99.2% and a performance of F1-score of 99.8%.

RELATED WORK

The section will review the latest SSH-based intrusion systems, techniques, and experiments. Descriptions of the
experiments have been published in different scientific articles, and various threats have been detected.
ANALYSIS OF ATTACKERS’ BEHAVIORS BASED ON SSH SESSIONS

Following the above definition of Honeypot, this subsection will discuss the use of the information collected for
analysis of the collected information. The definition and analysis of the behavior in Honeypot using previously
developed research methods are described. Esmaeil et.al. proposed a Honeypot technique to investigate violent
SSH attacks on academic networks [8]. The most common attack is the strong guess-password attack that targets
SSH, FTP, and Telnet servers. Experimental results demonstrate that preset lists of user names and passwords are
widely shared and form the basis of violent attacks. Valli et al. [9] used the Kippo SSH Honeypot system to
identify the activity in the Honeypot. The system runs on the same hardware and software configuration as above.
Data over 75 days were collected as experimental data. An analysis yields the attackers’ behaviors and patterns.
The experimental results show that the number and range of attacks are different so that the content can be further
discussed. Kambourakis et al. [10] discusses the current state of botnets affecting the Internet of Things and the
reasons for causes of the success of attacks. They provided detailed information on the operating principles of
malware in the Internet of Things, examined their interrelationships, and proposed preventative strategies against
malware. Critical steps concerning the operation and communication of botnets have been proposed and six sets
of features of Mirai botnets have been identified [11]. That study used the above features to secure loT devices
and protect Internet infrastructure from destructive distributed denial-of-service attacks. Bajtos et al. [12] observed
botnets and described the behavior of the first two stages of their life cycle, which are initial infection and
secondary infection. They resolved identified the behavioral attributes in each stage and designed a model to
determine whether a threat is a botnet. They found that some network sessions and credential guesses are easily
collected and usable attributes of the features in profiling threat agents.

4. Objectives of the Research

The main objectives of this research are:

To study the concept of network intrusion detection systems.

To collect and analyze network traffic datasets for cybersecurity research.
To preprocess and prepare data for machine learning algorithms.

To implement machine learning models for detecting network attacks.

To evaluate the performance of different models using appropriate metrics.
To design an Al-based framework for real-time intrusion detection.

A e

5. Proposed Methodology

The proposed system follows a machine learning-based framework for detecting network intrusions. The
methodology consists of several stages including data collection, preprocessing, feature selection, model training,
and performance evaluation.

5.1 Data Collection

The system uses publicly available cybersecurity datasets such as:

. NSL-KDD Dataset
. CICIDS2017 Dataset
. UNSW-NB15 Dataset

These datasets contain labeled network traffic data representing both normal and malicious activities.

5.2 Data Preprocessing
Before training machine learning models, the dataset must be cleaned and prepared. Data preprocessing steps
include:

. Removing missing or corrupted values

. Encoding categorical features

. Normalizing numerical data

. Splitting dataset into training and testing sets
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Proper preprocessing ensures that machine learning models can learn meaningful patterns from the data.
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Feature selection helps identify the most important attributes that influence network behavior. Techniques such
as correlation analysis, information gain, and principal component analysis (PCA) can be used to reduce irrelevant

features and improve model performance.
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5.4 Model Development

Multiple machine learning algorithms are implemented and compared, including:

. Logistic Regression

. Decision Tree

. Random Forest

. Support Vector Machine (SVM)

. K-Nearest Neighbors (KNN)

. Deep Learning Models (ANN/LSTM)

These models analyze network traffic and classify it as normal or malicious.

5.5 Model Evaluation

The performance of each model is evaluated using the following metrics:

. Accuracy

. Precision

. Recall

. F1-Score

. Confusion Matrix
. ROC Curve

These metrics help determine which algorithm performs best for intrusion detection.

6. System Implementation

The implementation of the proposed system is carried out using Python and various machine learning libraries.

Tools and technologies used include:

. Python Programming Language

. Jupyter Notebook

. Pandas and NumPy for data processing

. Scikit-learn for machine learning algorithms

. TensorFlow or Keras for deep learning models
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. Matplotlib and Seaborn for data visualization
The system processes network traffic data, applies machine learning models, and predicts whether the traffic is
normal or malicious.

7. Expected Results
The Al-powered intrusion detection system is expected to achieve higher accuracy and better detection rates
compared to traditional systems. Machine learning algorithms such as Random Forest and Deep Learning models
are expected to provide strong performance in identifying complex attack patterns.

Example result comparison:

Algorithm Expected Accuracy
Logistic Regression 88%
Decision Tree 91%
Random Forest 95%
SVM 93%
LSTM Neural Network 96%

The results will demonstrate the effectiveness of Al-based intrusion detection systems.

8. Advantages of the Proposed System

The proposed Al-powered intrusion detection system offers several advantages:

. Detects both known and unknown cyber attacks
. Reduces false positive rates

. Improves detection accuracy

. Supports real-time network monitoring

. Adapts to evolving cybersecurity threats

These benefits make Al-based intrusion detection systems more reliable for modern networks.

9. Conclusion

Cybersecurity has become a critical concern in the modern digital world. Traditional intrusion detection systems
are no longer sufficient to handle the increasing complexity of cyber attacks. Artificial intelligence and machine
learning technologies provide a powerful solution for improving intrusion detection capabilities. This research
proposed an Al-powered Network Intrusion Detection System that uses machine learning algorithms to analyze
network traffic and detect malicious activities. By using datasets such as NSL-KDD and CICIDS2017, the system
can be trained to recognize patterns associated with network attacks. The proposed system demonstrates how Al
can enhance network security by providing intelligent, adaptive, and efficient intrusion detection mechanisms.
Future work may focus on integrating deep learning models and implementing real-time detection in large-scale
enterprise networks.
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